
Journal of Information and Knowledge Management (JIKM) Volume 9 Number 2 (2019) 

 1 

Information And Knowledge Management in The 
Scope of the Information Security Practices: The Human 

Factor within Organizations 
 

Mohd Sharulnizam Bin Kamarulzaman 
 

Faculty of Information Management,  
UiTM Selangor Branch, Puncak Perdana Campus, 40150 Shah Alam, Selangor, 

Malaysia 
 
 
 

Received Date: 22 June 2019 
Publish Date: 3 October 2019 

Abstract. Information security has always been an important requirement for 
the business. Such assets can be broken down into three main areas, namely 
people, process and technologies. The Internet, the proliferation of the web, 
networks and the ever-growing presence of innovation has triggered profound 
changes to procedures that are integral in individual and institutional routines. 
Such technological changes have led to an increase of competitiveness which 
decentralization and have contributed to the need for leadership, command, se-
curity, information and knowledge safety. The article presents the findings of an 
information security investigation, which examines the involvement with hu-
man aspects in the field of information security and knowledge management. 
The implication is that the "people" component is an important variable, even 
crucial, for the management of information security in organizations. It can be 
concluded that the human element is an important, perhaps critical, parameter 
for the management of corporate information security. 
Keywords: information security, information and knowledge management, in-
formational behavior 

1 Introduction 

      
Business demands meet the need to find strategic business solutions (Hussin, 

Hashim & Yu, 2018). In the business world, the concept of what is security has been 
evolving and is no longer restricted to the technical issue. From this perspective, in-
formation security emerges as a relevant resource, since it seeks to link to the compa-
ny's business variables that influence the protection of informational assets. These 
variables are now seen as integrating elements of the core business, as safeguarding 
information and knowledge is critical to success, competitiveness and survival in the 
globalized market. 
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We advocate here the need to integrate, in an integrative way, the elements "peo-

ple", "processes" and "technologies" as variables that coexist in companies and that 
need to be treated with balance and equal conditions in the context of security man-
agement of the company’s information (Sveen, Torres And Sariegi, 2009). 

The change to this analysis bias implies abandoning the exclusive dependence on 
technological aspects and turning attention to the subjectivity inherent to human be-
ings, their relationships and their behaviour in organizations since such behaviour 
greatly influences information security management. Colwill (2010) points out that, 
even considering other equally relevant factors, overconfidence in technology will 
lead to unexpected results in handling a very critical internal security threat: the hu-
man element. This element poses information security risks, as people can gain legit-
imate access to information, know the organization, and know where valuable assets 
are located. 

This article focused on the identification of human aspects interference in infor-
mation and knowledge management practices concerning information security. These 
aspects are, in fact, inherent in the human condition: people's behaviour, relationships, 
and conduct affect the business environment at a spectrum of varying levels where 
information security is needed.  

Companies organize themselves in global markets to maintain competitiveness and 
their standard of work. Technology is the catalyst that supplies companies with effi-
ciency and effectiveness. However, sophisticated as a technology solution may be, it 
will be just another element of the process of maintaining the organization's competi-
tiveness. People and processes are critical elements and only strategic management 
that consider all components of the organization - planning, effective action and stra-
tegic handling of information - can achieve the levels of competitiveness that the 
company needs. 

Thus, by reflecting on how human resources interfere with an organization's infor-
mation security, it is easy to see that the “people” element is vulnerable. This vulner-
ability manifests itself through two inter-dimensions, both of which interfere with 
information security and make the human factor the weakest link: First, employees 
should ideally have sufficient information security knowledge to effectively imple-
mentation and maintenance of security controls, which does not always occur; Se-
cond, employees must have the right attitude toward information security, but some-
times they have not been told how to do that (Niekerk and Solms, 2010). 

This first approach brings reflection on the need for transparency, management and 
effective communication regarding the information security guidelines adopted by a 
company. All elements of the organization must be synergistically involved so that 
they can deal with security issues, developing completeness of actions and real 
awareness of the need to safeguard organizational assets. Kraemer, Carayon and Clem 
(2009) contribute to this perspective by noting that users are not necessarily anti-
security, but often unable to determine the security implications of their actions. 

This scenario leads to the reflection on how the lack of knowledge generates inap-
propriate behaviour because of the expected information security actions since acting 
correctly develops entirely from the prerogative of knowing how to act. It is, there-
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fore, crucial for organizations to pay attention to maintaining and sharing reliable 
information for corporate information and knowledge management, as well as for a 
better understanding of their users' needs. Information users should be perceived as 
those who are not only driven to seek information for cognitive purposes but as be-
ings who live and work in social environments (such as companies) and who, in their 
context, create their own motivations for learning, seek information and satisfy their 
needs (Wilson, 2006b). This information user is defined in this article as one who is 
strongly dependent on information and uses it for specific purposes, such as profes-
sional purposes. 

This process of seeking information, according to Marchionini (1998), is driven by 
the informational need of the individual. The extreme variety of informational needs 
of individuals makes the task of enumerating them complicated and laborious (Allen, 
1996). Marchionini (1998) and Allen (1996), highlights that in the search and use of 
information process, its value resides in the relationship that the user builds with cer-
tain information. Thus, several elements affect information search patterns and infor-
mation behaviour as a whole (Norhayati & Adnan, 2018) such as the variety of infor-
mation sources, different types of users, user needs and preferences, among others.  

From this perspective, the choice of information sources by a given user is oriented 
according to their preferences, needs, accessibility, environment, etc. It also suggests 
that information sources are classified into the following categories: internal and per-
sonal, internal and impersonal, external and personal, and external and impersonal. It 
is observed that in this process of need and informational search, the resource made 
available through electronic information, structured in various ways, has become a 
dominant environment. The engagement between the relationship of the information 
seeker with the world wide web, with digital libraries and with other information 
structures is becoming more assertive (Wilson, 2006c). 

For this reason, the understanding of users' informational needs goes through the 
information search behaviour and results in recognition of some perceived user need. 
This behaviour can be determined in many ways, either through user demands on 
formal systems (information systems), claims about systems that can perform infor-
mation functions aggregated to a primary or non-primary function, and finally by 
seeking information through someone else, through information exchange (Wilson, 
2006b). Beyond the informational search, it is the behaviour that highlights the infor-
mation needs the only basis on which to judge the nature of the informational need 
and its satisfaction. Putting these perspectives together, it can be concluded that in-
formation needs are explanatory constructs that help to understand informational be-
haviour (Allen, 1996). This thinking makes us realize that to build an information 
security behavior in an organization, it will be necessary to interact with elements 
pertinent to Information Science and that these elements feed a trajectory that begins 
with the need for information goes through the informational search and ends with 
informational behaviour. In fact, the behaviour of need, search, and informational use 
is a process of meaning construction. This meaning construction occurs when the user 
creates meaning from the information found, moving from a state of uncertainty and 
uncertainty to clarity and confidence. 
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2 Buildings Safe Behaviour 

 
In reflecting on how people might adopt safe behaviour, it is noted that clarifica-

tion is needed on what is safe behaviour and its relationship to information security 
and its elements such as risk minimization, protection of information assets, and, posi-
tioning to preserve itself from attacks. From Jean Piaget's work, that knowledge has a 
specific goal or purpose of helping the person to adapt to the environment. This sce-
nario demonstrates that in the corporate environment, employees intentionally or neg-
ligently employed, and often due to lack of knowledge, are the biggest threat to in-
formation security. Making people aware of the importance of an appropriate level of 
user cooperation and commitment to knowledge building is paramount, given that 
without such contributions, security techniques can be misused or misinterpreted by 
users, thus ineffective. That is why information security depends on both knowledge 
and human cooperation. The expectation is that lack of knowledge can, in most cases 
be addressed through education; Lack of cooperation can be addressed by promoting 
an information security sub-culture in the organization (Niekerk; Solms, 2010). 

It is understandable that these approaches lead to reflection on how factors related 
to knowledge production and people's cooperation are critical elements of the human 
variable in information security management. Similarly, elements such as knowledge 
sharing, organizational learning and intellectual capital management bring tone to the 
proposed approach and provide a breadth of vision and development of comprehen-
sive organizational actions to manage human resources. However, we realize how 
much people need to be seen as potential risk promoters in the corporate environment 
because through this perception, more quickly, the security breaches generated by 
these people can be understood and the appropriate actions implemented. 

This view once again confirms the importance of promoting the development of 
knowledge, cooperation and organizational learning among employees aiming at the 
dissemination of information on information security. This dissemination of infor-
mation enables instruction to be considered before the need for a corrective attitude. It 
is also emphasized that risk assessment models can assist in the task of promoting 
knowledge production since they can be seen as auxiliary learning mechanisms in the 
organizational learning process. Making a correlation between risk assessment and 
organizational learning, it is noteworthy that if the perception of security through risk 
assessment increases, the company learns more and, consequently, the learning rate 
and the body of information security knowledge increase, reinforcing the company's 
ability to detect security breaches and employees to act more consciously (Sveen; 
Torres; Sariegi, 2009). In short, it can be said that safe behaviour is something to 
build and should be among the goals of organizations. The process of acquiring 
knowledge and building meaning is essential for people to have safe behaviour, since, 
as already mentioned, acting develops exclusively from the prerogative of knowing 
how to act. It is possible to intervene in such a way that a person has a safe behaviour 
as soon as that person understands what it means to have a safe behaviour and can 
proactively act in response to the stimuli from the environment. 
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Objectives and strategic planning will include actions at the operational, tactical 
and strategic levels of the organizational structure. Much has been discussed about the 
correlation between disgruntled employees and internal attacks that result in security 
threats. This issue deserves special attention since it can only stereotype people by 
misleading judgments about the elements involved, such as union leaders and em-
ployees with real complaints. A reliable motivation analysis for betrayal requires 
complex psychological lifting and varies from individual to individual. Shaw et al. 
(1999) apud Colwill (2010) identify six personal characteristics that have direct im-
plications for risks of a potential malicious intruder: 

 
• A false sense of lack of recognition and right, resulting in a desire for re-

venge; 
• Anger and social frustrations, alienation, resistance to authority; 
• Computer dependence and aggressive loneliness, desire to explore networks, 

break security codes, and challenge security professional’s safety; 
• Ethics and flexibility without moral inhibitions that prevent malicious behav-

iour; 
• Loyalty reduction, when the element identifies more with its computer pro-

fession or speciality than with your employer; 
• Lack of empathy and neglect or inability to appreciate the impact of the be-

havior of others. 
 
Colwill (2010), still in his interpretation of NIAC (2008), concludes that people 

who commit malicious actions from privileges they have an experience of causality or 
mechanism that affects motivation and leads to betrayal. These experiences can be 
classified into three main sources: growing discontent; hiring by hostile outside enti-
ties or groups, and the infiltration of a malicious actor into a position of trust. When 
these elements are crossed with the imperative of developing cooperation and shared 
knowledge in companies, while considering variables intrinsic to the human personal-
ity - opportunity, motivation, ability and discontent - it is observed that more than 
ever organizations need strategies to deal with human resources (Beautement; Sasse, 
2009). 

People can develop feelings from experiences and act in ways that undermine the 
organization. This is why it is very important for organizations to act proactively in 
developing and encouraging cooperative actions among employees and also between 
the organization and its employees. Nevertheless, there is a need to promote actions 
that will contribute to the expansion and sharing of knowledge in companies to create 
awareness in people and bring them closer to the organization. 

It is worth highlighting the perspective of trusted employees who also support each 
other: they trust and expect, in return, also to receive trust, and that is why organiza-
tions must be careful to provide this balance. By acting in this way everyone benefits, 
since on the part of employees, there will be a commitment to the protection of sensi-
tive information of the organization; and on the part of the organization, there will be 
efforts to provide some kind of protection (Workmann, 2007). 
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The synergy between organization and employees is paramount in maintaining an 
organizational culture that focuses on the security of information assets. At the same 
time, the development of cooperative actions, knowledge dissemination and organiza-
tional learning is facilitated by the synergy between the parties. The proper connec-
tion between employers and employees is so important that it is generally noted that 
organizations cannot protect the integrity, confidentiality and availability of infor-
mation allocated in a networked environment without ensuring that each person in-
volved understands their roles. And responsibilities, as well as being trained to carry 
them out. 

Thus, a user must be aware of specific operational controls, as the efficiency of the 
process depends on their behaviour. To ensure this required level of knowledge, os-
tensive training, awareness and educational programs will be required (Niekerk; 
Solms, 2010). From the perception that information security is not just a technology 
issue, it can be seen that organizations agree on the need for employee behaviour 
change to achieve higher levels of protection in accordance with your security poli-
cies. However, the path taken to achieve this goal is often wrong, as most of the time 
companies only adopt a threatening attitude towards workers imposing sanctions if 
policies are not followed (Beautement; Sasse, 2009). 

The perspective approached so far leads to believe that efficiency in human re-
sources management, from the perspective of corporate information security needs, is 
linked to the relationship that the organization establishes with its employee. In this 
sense, all efforts to make this employee aware, develop a culture of knowledge shar-
ing, collaboration and organizational learning will not work if the company adopts a 
threatening attitude towards employees and is guided by the promotion of employee 
coercion. 

It is noteworthy that an attitude of fear, coercion and threat is quite different from 
the adoption of management methods as in the case of sanctions and rewards. There-
fore, a change of beliefs and values comes from the results of learning processes 
based on successful behaviour. Thus, comments, rewards and sanctions are manage-
ment mechanisms that should be used correctly to ensure that employees understand 
what would be considered successful behaviour (Niekerk; Solms, 2010). 

In line with the need to change employee behaviour, education appears as an op-
tion and is often the only way to convince employees and managers about the need to 
do things differently. For a paradigmatic change in the organization, it is vital to 
teaching employees what to do, how to do it, why it should be done in a certain way, 
or why this or that conduct should be adopted (Niekerk; Solms, 2010). 

Everett (2008) contributes by suggesting that employee training and education are 
key factors in gaining or raising awareness about the value of data manipulated within 
the organization and, respectively, the role of each individual in the organization to 
safeguard this asset. Therefore, awareness must be an intrinsic component of organi-
zational culture and must be measured before and after any change promoted. The 
tools used for such measurement are surveys whose results can prove understanding 
of the proposed change and, more directly, through requests for password renewal and 
reduction of incidents of improper or unauthorized access to the company. Infor-
mation Security Management System (ISMS) provides guidelines for employee edu-
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cation, specifying that it should include security requirements, legal responsibilities 
and corporate controls, as well as training in the proper use of information processing 
facilities before access to information or services, is granted. This guideline refers to 
various relevant standards, such as ISO/IEC 27001:2005 ISMS (CyberSecurity Ma-
laysia, 2010). 

However, the difficulty of building strong informal controls has led to a kind of 
compensation that has been achieved through the construction of very strong formal 
controls (policies, standards, guidelines, etc.). This can be seen from the large number 
of information security standards such as ISO 1799 and COBIT. However, there is no 
way to guarantee the fullness of formal controls without the parallel development of 
informal controls. The particular characteristics of the culture of each company im-
pose adjustments to the set of safety standards when implementing them. 

For this reason, there is a difference between what is written in the standards and 
what is actually practised in companies (Sveen; Torres; Sariegi, 2009). The goal of 
fostering information security behaviours makes people supportive of protecting in-
formation assets in accordance with the organization's policies regarding information 
security and based on the code of ethics. The success of security behaviours would 
lead to higher rates of security incident reporting, adherence to a clean table policy or 
deletion of confidential documents (Haris@harib, Sarijan & Hussin, 2017), which 
investigates how information security is perceived, suggests that such perception is 
the mechanism by which a person assesses information security threats, which in turn 
determines his behavioural response. On the other hand, it is identified that a high 
workload can create a conflict of interest between functionality and information secu-
rity. In addition, high workloads are associated with a human error during system use 
(Kraemer; Carayon; Clem, 2009). Protecting organization information is the responsi-
bility of all employees. Education, training and awareness-raising are the most effi-
cient non-technical measures available from the perspective of the human element and 
information security. Safety requirements should be integrated into people's behaviour 
as a regular activity through specific policies and education. Many problems of leak-
ing confidential information come from ignorance rather than malicious intent. Be-
sides, accidental failures can have significant impacts. 

It is observed that in many companies, the issue of security and education are man-
datory requirements, audited from the legal perspective. A focus on the change need-
ed is to measure workforce behaviour as part of the organizational development plan. 
Basic training and instruction can be adopted, but the emphasis should be on security 
integration and awareness, as well as understanding the organizational culture. Em-
ployees must change their behaviour to protect their assets and information. To 
achieve this goal, in addition to raising employee awareness, it is necessary to incor-
porate security needs into the organization's cultural values. For real safety effective-
ness, one should go beyond just following security policies, but working on a process 
of building empathy, understanding, ownership, and developing knowledge about 
situations that can cause safety risks, behaviours, and reactions (Colwill, 2010). 

Thus, how the information is processed by the individual, in the group and conse-
quently in the company culture is a critical evaluation factor for solidification of val-
ues and in parallel with the creation of striking impressions in the employees. The 
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culture of information security, that is, perceptions, attitudes, and assumptions that are 
accepted and encouraged in an organization, as well as the way things are done in an 
organization to protect information assets, develop as a result of the interaction of 
employees with security controls, such as passwords, passcards, or antivirus software. 
An information security culture is a way things are done in the organization to protect 
information assets (Da Veiga,2015), (Kraemer, Carayon and Clem 2009) point out 
that the security culture perspective is multidimensional, including security govern-
ance, control, coordination, security processes, management support, employee partic-
ipation and training, and employee safety awareness. Opening the range of infor-
mation security dimensions, it is observed that the educational issue of the employee 
concerning information security should be referenced not only in the business envi-
ronment but also as regards the behaviour of this person outside the organization (Da 
Veiga,2015). 

For this reason, citizens' training is paramount for conscious attitudes towards se-
curity incidents, regardless of the corporate or social environment. According to 
Workmann (2007), when the act of perception occurs internally, actions and reactions 
can be changed, and in this case, the instrument that promotes change is persuasive 
communication. For this reason, the persuasion factor determines the behaviour of 
people in situations of threat. Regarding developments in persuasion, there are three 
emerging factors: trust, fear and commitment. Several attacks take place when poten-
tial attackers use the acceptance of a particular message with the user through ele-
ments such as credibility, friendliness, or any appeal to the sender of the message, that 
is, they use a peripheral persuasion route. Some characteristics are linked to the pe-
ripheral persuasion route and can be described as reciprocity (normative commit-
ment), consistency (continuity commitment), social proof (effective commitment), 
sympathy (confidence building), authority (fear generation) and scarcity (perceived 
lack of certain Items) (Workmann, 2007). 

In addition to looking for signs of adverse behaviour on potential attackers, con-
cern about actual attacks must always be maintained. This involves a combination of 
procedural, people management and performance measures across all those under a 
manager's mandate, including outsourced employees. This stance leads to a closer 
relationship between security requirements and the overall business. It is believed in 
an active approach to the detriment of reactive in both elements, managers and em-
ployees. The focus is not just on collecting different data on anomalous behaviour, but 
also on collecting and analyzing data that can determine the patterns and courses of 
corrective measures (Colwill, 2009). 

It is assumed that the threat to insider information and information security cannot 
be eliminated entirely but can be controlled, evaluated and managed. By understand-
ing the human factors linked to information security, it is possible to gain a better 
understanding of the real risks that organizations face in today's global business envi-
ronment. Information and knowledge management must be effective in this regard. 
Informational use must be controlled so that any abnormal behaviour is investigated 
and containment actions are quickly implemented. 
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3 Conclusions 

 
The information security perspective developed in this article reported issues in-

volving corporate information sources, the needs of information users for corporate 
users, and the corporate guidelines that permeate the entire life of the organization. 
The variables involved in creating a safe behaviour for the information user as well as 
information security from the point of view of human resource management were 
briefly described. Thus, it was concluded that the importance of education and organ-
izational learning in information security issues is fundamental. While many infor-
mation security initiatives are driven by information technology departments, the real 
reasons for the failures continue to pervade the entire organization. People are present 
everywhere, whether as users or as developers of information systems, and it is up to 
them to watch out for organizational policies and guidelines designed to maintain 
security. It is up to the organization and its management body to make such policies 
and guidelines known and to value their adoption. 

Such dissemination occurs within and outside the organization, as other business 
partner companies and their employees have access to confidential information from 
third parties. It was concluded that the “people” element is a critical variable in in-
formation security management in organizations. Information policies should be ac-
cessible to employees and enforceable. Regarding technology, investment continuity 
is valid, but it must be balanced with the development of informal controls (involving 
people) and formal controls (involving policies and processes) for effective and effec-
tive information security management. 
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