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Abstract. The act of spreading false information through social networking 
sites have made a big impact in the world today, and mostly the effect is dam-
aging and hard to constrain. Most users of social networking sites share false in-
formation without first authenticating or getting the facts right regarding the in-
formation. Thus, this paper is aimed at discovering the correlation between hav-
ing a formal education in information management and the spread of false in-
formation through social networking sites. Based on the framework used in past 
studies, this paper is also adopting the research model from Xinran Chen et al. 
to propose as a framework for further research on the context.  From the com-
prehensive literature search, this paper highlighted three independent variables 
and one dependent variable, respectively, Information Literacy Background, 
Motivation, Type of Message and the spread of false information through social 
networking sites to be studied.  
Keywords: Information management, Social Networking, False Information, 
Conceptual Framework 
 

1 Introduction 

   
The world we know today is different from ten years ago. Some may say that ten 

years is a short time for an epic event that could transform the course of history, how-
ever as ten years is enough for the world to change aggressively through the introduc-
tion of web 2.0. With the introduction of web 2.0 in 2004 at the web 2.0 conference 
by Tim O’Reilly, the world changed overnight or ten years to be precise. The rise of 
social networking sites such as Facebook, Twitter, Instagram and mobile messaging 
apps such as WhatsApp, WeChat and Viber killed or in softer terms lowered the 
number of users of the once-popular chatting sites such as yahoo messenger (YM), 
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Internet relay chat (IRC) and many more. The reason social networking sites are in-
creasingly popular compared to the old chatting sites is due to the simplistic nature 
and user-friendly environment provided. Unlike the old chatting system, it is effort-
less to use social networking sites, making it possible for even children at the age of 
10 years old to start using Facebook or WeChat. This, in return, creates a generation 
that for the better part of their existence has been using social networking sites as their 
main source of information and knowledge sharing. A handful of people who are 
experts in the information fields knows that any information disseminated through 
social networking sites are false until proven otherwise. The problem nowadays is that 
users of social networking sites do not bother to validate the information that they 
receive thus creating a chain of events that will eventually spread out of control when 
they simply share the information with other people.  

One of the premises of the first amendments in America is the freedom of speech; 
it is used all around the world in the guise of fundamental human rights. To a degree, 
freedom of speech is an ideal form of expression that is demanded by everyone, and 
at this time of age, everyone is exercising their so-called human rights. However, a 
coin has two sides, and the freedom of speech is just a side to a coin, the other side of 
the coin is that a person is free to speak his mind. Nevertheless, he is also responsible 
for what he speaks and any consequences that may come. The same rules apply to-
wards the spread of misinformation, the use of social networking sites are free to vali-
date the information before spreading it or vice versa, however, the user is responsible 
towards any damage towards any individuals if the information is false. The problem 
today is nobody will admit that they have spread incorrect information, thus making it 
almost impossible to determine the exact person that spread the first lies.  

The spread of misinformation through social networking sites may sound like a 
small matter that would not be of any concern. However, there have been some cases 
where false information made the front page of popular newspapers and the topic of 
popular news websites. Following the disappearance of Malaysia Airways flight 
MH370 in March 2017, NBC News also highlighted various false reports spreading 
on social media, which alleged that the plane had made a safe landing. Viral infor-
mation on crucial matters has caused people to believe in whatever information they 
read on social networking sites. Even news portal with numerous numbers of editors 
and journalist uses fake information as the front-page news, how will the ordinary 
people understand the information they just read on a trusted website. The nature of 
people towards information in the context of the information age is people tends to 
want to be the first in everything especially the knowledge of new information regard-
ing an event or tragedy regardless of its truth.  

There is numerous research regarding the spread of misinformation and the social 
network. However, they do not address the people itself in which will they be respon-
sible for the information they spread. The core problem is not the one who creates the 
false information but how a person that receives the information will react towards it 
and will that person take responsibility to dismiss it as wrong or fact and will that 
person spread the information regardless of the validity. Furthermore, there is also a 
lack of study regarding how people who have a formal education in information man-
agement towards managing false information compared to non-background students. 
As long as this problem is not stressed and fixed, there will always be false infor-
mation that will go viral in social networks. Thus, this paper is aimed at discovering 
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the correlation between having a formal education in information management and 
the spread of false information through social networking sites.  It is also intended to 
find out what is the reason people do not validate the information they receive 
through social networking sited and does information literacy background plays a 
vital role as the factor for spreading false information through social networking sites 
among university students. 
 

2 Literature Review 

 
Spread of misinformation through social networking sites 

 
In the past newspapers, radios, or any form of mass media needs to validate their 

information before publishing, making it a more reliable source of information some 
of the time. Unlike the past, information nowadays is shared on social networking 
sites from individuals through their point own point of views, thus creating perception 
before any validation. Once information goes viral, it is hard to control, which is the 
same as when a wildfire is blazing in a thick forest. When some part of the fire is put 
down, another part will ignite. It will take a lot of effort to extinguish a wild fire much 
like a viral information fully. In recent years much false information has spread 
throughout the world. According to an analysis by Nahon and Hemsley (2013), the 
role of “gatekeepers” is central to whether something goes viral or not. These gate-
keepers – people who are well placed within a network to share information with 
others – are often old-fashioned journalists or people “in the know”. Some false in-
formation that went viral is a result of people who are famous in social networking 
sites; they are called “instafamous”, “tweetfamous” and many more. These people act 
as gatekeepers and are trusted by their social media followers. Thus when they share a 
piece of information or a “news” whether it is legitimate or false, their followers will 
not subject them to any scrutiny and believe them wholeheartedly. 

Furthermore, as a Good Samaritan, their followers will share the information with 
others, consequently making the information spread to all walks of life. Whenever 
this happens, even false information will be considered the truth. One of the many 
reasons why information is easily shared is that the premise of the social networking 
site itself is to make it easier for users to share news, Facebook has a like button and a 
share button that when clicked will instantaneously share the information to all their 
Facebook friend.  

Twitter has a retweet button that will share any tweets from anyone to their follow-
ers, and even the Instagram which has no option to re-share its content is solved by 
using a third-party application such as photo repost to share pictures with friends. The 
spread of false information has become an epidemic that is now starting to take shape 
and is recognized by many nations around the world, according to Farida Vis (2015) 
the top three issues highlighted for 2014 (world economic forum) concerned rising 
societal tensions in the Middle East and North Africa; widening income disparities, 
and persistent structural unemployment. Perhaps surprisingly, in tenth place was a 
concern over the rapid spread of misinformation online, mainly social media’s role in 
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this. At a value of 3.35, this was somewhat to very significant. According to Cousins 
(2012) in the United States, we’ve seen several major misinformation campaigns over 
the years, perpetrated by both the media and politicians. Some of the most prominent 
campaigns include attempts to convince Americans that climate change is a hoax that 
Saddam Hussein was somehow involved in the attacks of 9/11 and that President 
Barack Obama wasn’t born in America. To refute all of these claims by “leaders” 
would take time and research by individuals, which is often neglected. As the report 
explains, this is how these misinformation campaigns become successful. Most of the 
false information originates or is disseminated through social networking sites. The 
growing use of social networks may foster the quick and wide dissemination of misin-
formation. The fractionation of the information landscape by new media is an im-
portant contributor to misinformation’s particular resilience to correction (cousins, 
2012). According to Farida Vis (2015), false information spreads just like accurate 
information. Important work is being developed on the spread and circulation of 
online information, specifically academic and industry studies on virality. This work 
seeks to better understand the circumstances under which information has or may 
spread. What is clear is that it is difficult to isolate specific patterns, users or types of 
content that may result in the spreading of information online. 
 
The psychological aspect of sharing everything on social networking sites 

 
The rise of social networking sites and the wide availability of internet connection 

has made it easier for anyone to share anything at anytime, anywhere. This made 
social networking sites a far more valuable medium of information dissemination. 
According to Lee and Ma (2012), recent events from the crisis in the Middle East to 
the earthquake and tsunami disaster in Japan have demonstrated that social media 
(e.g., Facebook, Twitter, and YouTube) are changing the way individuals consume 
and share the news. Specifically, a news item can be distributed across societies and 
discussed by people around the world within minutes via social media platforms. For 
instance, news of the protests in the Middle East was spread through social media 
networks Twitter and Facebook. 

Similarly, in the earthquake and tsunami disaster, instant updates were available 
and shared on many social media platforms. In both situations, thousands of stories, 
photos and videos were posted, which immediately attracted world-wide attention, 
demonstrating that social media platforms play pivotal roles in supporting news pro-
duction and diffusion. From here, we can see that social network connects people 
globally; any person from Malaysia could communicate with peers from another con-
tinent, such as the United States in real-time. This was different from the past, where 
information could only be obtained through the newspapers.  

According to Coojimans (2005), there are two motifs for spreading false infor-
mation: 1. The spreader believes the information is reliable; 2. The spreader has an 
interest in getting others to believe the information is correct. Most social networking 
sites users spread information because they believe it to be true; their intentions may 
be noble, but, the repercussion may lead to a bigger problem. Coojimans (2005) fur-
ther elaborated that if someone is not intelligent enough to comprehend the matter, he 
is dealing with, he may arrive at false conclusions and express false ideas. He will not 
change his ways even when provided with the relevant, correct information. There is 
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no cure. This claim is further strengthened by Cousins (2012) according to the team of 
psychological scientists working on the study, led by Stephan Lewandowsky of the 
University of Western Australia, the main reason that people are more likely to be-
lieve false information (for example, that climate change is a hoax) is because it takes 
less brain power to believe a statement is false than to accept it as truth. Finding the 
truth takes time and effort that people often don’t care enough to spend on particular 
issues that aren’t of immediate concern. Some of the root problem to spreading false 
information is how the first person that disseminate the information perceive the 
world such as educational level, background, living environment and many more, as 
the saying goes “a picture is worth a thousand words”. 
 
Damages that may occur through spreading false information  

 
The first method of spreading information widely and fast was through the radio. 

When the radio was first introduced, everyone was flocking towards it to listen to the 
latest news. It was on October 30, 1938, the first misinterpreted information was per-
ceived by a huge number of people, a radio station in America aired a story about a 
huge meteorite that had smashed into a New Jersey farm and that New York City was 
under attack by Martians. This news created mass hysteria throughout the nation, 
“Thousands of people, believing they were under attack by Martians, flooded news-
paper offices and radio and police stations with calls, asking how to flee their city or 
how they should protect themselves from “gas raids.” Scores of adults reportedly 
required medical treatment for shock and hysteria”. However, it was just a radio play 
narrated by Orson Welles, and the play was written and performed to sound like a real 
news broadcast about an invasion from Mars (Lovgen, 2005). This showed how pow-
erful information could affect a country much less the whole earth. In the context of 
today, the internet, mainly any social networking site is the same with the radio; how-
ever, with a much faster transfer of information and a larger audience. Thus, any in-
formation spread through social networking sites could have the same effect as the 
Martian invasion story but with larger and longer-lasting hysteria.   

According to Farida Vis (2015) on the anniversary of the 2013 Boston Marathon 
bombings, it’s worth remembering that information posted on Reddit led to the New 
York Post printing images of two suspects on its front page, who had nothing to do 
with the bombings. The online crowds weren’t always wise following the Boston 
Marathon bombings. For example, the online community Reddit and some Twitter 
users were criticized for pillorying an innocent student as a possible terrorist suspect 
(Talbot, 2013).  From here, we can see that some false information may result in 
damages that are far worse than previously thought. The information was from a so-
cial networking site called Reddit, where people could post any news and users could 
follow or comment on the postings. She further elaborated another example “Follow-
ing the disappearance of Malaysia Airways flight MH370 in March, NBC News also 
highlighted various false reports spreading on social media, which alleged that the 
plane had made a safe landing.” False information has made its way to the main-
stream news agency, which may lead to more considerable damage and broader 
spread. The reason why some news agency adopted this so-called information from 
social networking sites is ample because, being first to report breaking news has long 
been a key value for traditional media outlets (Farida Vis, 2015). 
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Social responsibilities towards halting the spread of misinformation  
 
Whenever a person shares information, they are burdened by being responsible for 

the consequences of what that information may lead to. You cannot expect a group of 
people to sit around and not do anything when their belief system is ridiculed in a 
manner which irritates the calmest of people just because of false information and the 
use of the freedom of speech that is claimed to be a human rights as their defence. 
Everyone, no matter who is responsible towards what he or she shares, talks, writes 
and anything that is related to spreading information. According to Fitts (2014), the 
internet makes it easy to spread misinformation—a bad article picked up, unverified, 
in dozens of blog posts, its reach furthered by tweets and Facebook shares. But as 
easy as it is to spark a rumour, it’s challenging to squash it. In pre-digital days, a 
newspaper could write a correction in the next day’s issue. Now, by the time a story’s 
debunked, it has already travelled, with no guarantee that readers will navigate back 
to the source—or any source at all—to see a corrected version. The fact of the matter 
is, right now there is no definite method of halting the spread of misinformation, there 
are some websites that offer solutions but even with the facts and the information 
already debunk it is hard to change the people’s perceptions. According to O’Neil 
(2014): 

Based on that, ultimately the only person that could stop spreading false infor-
mation is ourselves, and as a social responsibility we should also spread the news that 
is factual and true that could debunk any misinformation 
 
Correlation of information literacy and the spread of false information  

 
The need for formal education on all levels regarding information management has 

never been higher than before, because of the rampant exposure of people from all 
walks of life to unfiltered information that consists of factual information, misinfor-
mation, false information or rumours disseminated mostly by social networking sites. 
As mentioned by Xinran Chen et al. (2015), “the increasing use of social media for 
information sharing has elevated the need for information literacy (IL) education to 
prepare students to be effective information creators and communicators”.  Xinran 
Chen et al. (2015) mentions about Information Literacy, which is a component of 
information management. Information Literacy is defined as the ability to distinguish 
when information is required and can locate, evaluate, and use the required infor-
mation (American Library Association, 1989) effectively. However, there has been no 
concrete proof that information literacy helps in curbing the spread of false infor-
mation, especially in the realms of social networking sites. Most of the solution in 
past articles relates to the enhancement of security measures or collective effort to 
curb the spread of false information, as mentioned by Alessandro Bessi (2016) since 
the World Economic Forum listed massive digital misinformation as one of the main 
threats to the society, community-driven, and algorithmic-driven solutions have been 
proposed to counteract the pervasiveness of online misinformation. Therefore, there is 
a need to dig deeper into the relationship between information literacy or to have a 
formal education in information management and the sharing of false information or 
misinformation through social networking sites. 
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Fig. 1. Framework. 

3 Conclusion 

 
Based on the framework used in past studies, this paper proposed to adopt the re-

search model from Xinran Chen et.al. The rationale of choosing this research model is 
based on its relevance to the topic at hand. However, there are some elements to the 
independent variable that have been changed and adopted by other authors to better 
suit the overall issue at hand.     
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